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PROCEEDINGS

MODERATOR PEREZ: Thank you for coming this
morning. I1"m John Pérez. 1"m the Chair of the California
Voting Modernization Board and 11l be moderating the
proceedings today.-

This is a public hearing designed to discuss the
University California®s red team and Accessibility reviews
of 3 of California®s voting systems, reviews that were
conducted at the request of Secretary of State, Debra
Bowen.

And 1 want to start off by thanking John Hancock
and Jim Gualtieri and their team at the California Channel
for agreeing to webcast this hearing, so that people who
couldn™t be here today will be able to view the
proceedings on line. And if the State Senate isn"t in
session today or for periods of time that they"re not in
session, this will also be broadcast directly on the
California Channel itself.

Before I get into the details of exactly how
we" 1l be proceeding throughout the day and the guidelines
for our hearing, 1°d like to First introduce the Secretary
of State for some introductory remarks. So please welcome
California Secretary of State Debra Bowen.

(Applause.)

SECRETARY OF STATE BOWEN: Good morning. Thank
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you, John and thank all of you for being here today. It
is quite an extraordinary day. | am moved by the number
of citizens who care about democracy and the tools of
democracy and who have demonstrated that concern by
learning the issues, by reading reams of documents,
sometimes with very short notice, and by being part of
this hearing today, whether by being here in this
auditorium, watching on the California Channel, watching
on line, listening by conference call or by reading the
reports that come from those who were here today.

Despite what are undoubtedly very divergent views
on the political issues of our time, we have one thing in
common. We all care deeply about our democracy and the
tools that we use to ensure that our voices are heard.

And our very existence as a democracy is dependent on our
having voting systems that are secure, accurate, reliable,
and accessible, and one more thing, they must be
transparent and verifiable.

The review that | asked the University of
California to conduct is intended to help us determine
whether the voting systems we use meet those standards. |
want to express my great gratitude to the University of
California and its researchers for agreeing to conduct the
top to bottom review. 1 also want to recognize the 3

voting system vendors who agreed, without too much

PETERS SHORTHAND REPORTING CORPORATION (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

cajoling, to take part in this review.

As many of you know, one vendor was so late in
providing the materials we needed that it"s system could
not be included in the review and that is something I will
be dealing with in the coming days and weeks. However,
Hart, Diebold and Sequoia worked with my staff and the
review team and | want to thank them for that.

My one regret about this project is time. The
addition of a February Presidential Primary is a wonderful
thing for California voters who want to play a role in the
Presidential nomination process, but it definitely made
the top to bottom review process more challenging. The
testers didn"t have as much time as they would have liked
to review this systems. | wasn"t able to give all of you
nearly as much time as I would have liked between the time
the reports came out and this public hearing. And 1™m
certainly not going to have as much time as 1 would like
between now and Friday, which is the legal deadline for
taking some major decisions.

However, extending the time line for review could
have put counties in a position to have had to make
changes between February and June or between June and
November. Worse yet, finding out about major issues close
to the February election would have left us without the

ability to make certain kinds of changes and in the
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position of having to conduct a Presidential Primary using
voting equipment known to have unresolved flaws. The
implications of that for public confidence were absolutely
unacceptable.

Waiting until 2010 to do a rigorous assessment of
our voting systems and to make any required changes was
not an option for me or for California voters. And so we
have this truncated timeline.

This top to bottom review conducted by the
University of California is but one piece of the puzzle.
There is one thing about the review I want to point out,
we did not ask the reviewers to do a forensic analysis of
past elections. We did not ask them to look specifically
for malicious code. Why? It"s the classic needle in the
hay stack problem. There are so many lines of computer
code with such complex interactions that to do the review
in that way would not have been a useful methodology,
particularly with the time constraints we faced.

We asked the reviewers to work with a system
provided by vendors and completed by the vendors as they
would configure the equipment for a county about to use it
in an election.

As you know, the reviewers commented often that
they did not have enough time. Yet, we have learned a

great deal. Instead of guessing about what the

PETERS SHORTHAND REPORTING CORPORATION (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

technological problems are with these systems, thanks to
this review, we now know were many, though not all, of the
security flaws and vulnerabilities live.

Some of the vulnerabilities that were discovered
may already be protected by use procedures or mitigation
measures that voting system vendors, county election
officials and the Secretary of State"s Office have
adopted. Some of the problems discovered are new and it
may be possible to mitigate those as well.

Computer programmers tell us that security is
strongest when it is engineered into a computer system.
And that is why the reviewers were asked to examine the
voting systems without regard to use procedures or
mitigation measures. That is what the University of
California review teams were charged with doing, analyzing
voting systems as they were certified by the private
independent testing authorities and by previous
Secretaries of State.

The idea of analyzing the base of the system
itself to determine, first, whether it"s secure and then
to determine whether the system can be made secure by
adding non-technological safeguards is not a new concept.
It"s actually a concept we use in our everyday lives. And
the best analogy 1 can provide you with comes from

something we"re all familiar, the roofs over our head.
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IT you have a leaky roof, you can certainly
mitigate the problem by putting a tarp on the roof every
time it rains or by running around setting up buckets in
your house to catch the water, or in certain rooms this
building when it rains.

(Laughter.)

SECRETARY OF STATE BOWEN: But if you call a
roofer out to take a look, the roofer is not going to look
at the areas where you have not mitigated the impact nor
is the roofer going to look at the tarp and the buckets.
The roofer is going to look at the structural integrity of
the entire roof absent buckets and tarp. Then it will be
up to you to determine whether you want to pay for a whole
new roof, patch the roof, move, or take whatever actions
you feel are necessary, so that you wind up with a roof
that does the job that you need it to do.

And that"s what we"ve asked the UC teams to do,
look at the structural and technological integrity of
these systems to determine whether there are security
flaws or vulnerabilities that prevent the systems from
doing what we need them to do, conduct secure, accurate
and reliable elections on equipment that is accessible to
all voters.

The next question that we can find is whether the

underlying problems can be corrected within the time and
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legal constraints of the certification process, whether
flaws that cannot be corrected can or should be mitigated,
and last where there are problems that are so significant
that particular voting systems themselves simply should
not be used.

1"ve asked a panel of 5 members of my staff to be
here to formally receive the verbal report from the
University of California and to receive comments from the
public and the voting system vendors, because | want to
bring different perspectives to the table when it is time
to review and analyze all of the information that"s been
collected and begin making decisions.

I want to just finally remind people that this
top to bottom review is not an end in and of itself. Like
this hearing, it is a means to get us to a place that 1
know everyone in this room cares about. We want to be
able to have secure, accurate, reliable and accessible
elections and we want to be able to verify that. We want
to be able to have confidence in the results of the
electoral process.

The UC teams have gone through a thorough
methodical and analytical process in conducting their
examinations of these systems. And it is my intent to go
through a similar, though truncated, thoughtful,

methodical and analytical process in determining what to
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do next. And the information that is gathered from this
hearing and from comments submitted through a variety of
means will play an enormous role in the decision-making
process. Particularly with the tight timeframe, it was
very important to have many people reviewing, thinking and
providing their statement. And | expect that the
information that we receive today from this hearing and in
writing and by Email will be critical in making decisions
about what to do.

We all have a responsibility to remember that
what we say and do today and this week will have a
profound impact on the future of democracy and none of us
should take that responsibility lightly. 1 would like
this hearing to be as productive and informative as
possible. So 1 hope that you will treat each presenter
and public speaker with the same courtesy and respect that
you have provided to me this morning.

Thank you all for coming. Thank you for caring
about your democracy. 1 leave you in the good hands of my
staff who have also worked incredible hours already and
are looking at a week that®"s going to be a challenge.

I will be In and out as the day goes by, and look
forward to hearing your comments.

John, back to you.

(Applause.)
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MODERATOR PEREZ: Thank you, Secretary Bowen.

Let me take a moment to lay out the guidelines,
under which today®s hearing will be operating. This is a
public hearing. It"s being transcribed, videotaped,
carried via conference call and it"s being webcast and
televised by the California Channel. That means that all
oral comments made here today and written comments that
are provided to the panel become a matter of public
record.

This is a public hearing. It is not a debate.
know that this is an issue that many people are very
passionate about. However, please recognize that people
have come to this hearing from all over the state of
California and some from outside of the state. 1 would
ask that you respect their opinions and public comments.
Even if you disagree with them, just as you would like
them to respect your opinions and public comments, when
you choose to speak. Booing, hissing, applauding,
shouting or other displays of support or opposition that
disrupt the presenters, the speakers or the panelists are
not acceptable and 1 will not hesitate to have folks
removed from the room who can"t abide by these common
rules of courtesy.

IT you"d like to speak during the public comment

portion of hearing, you must fill out a speaker®s card,
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10

which is available in front of the auditorium. And we
invite everybody who"s here today to make their opinions
known and we invite you all to fill out a card if you"d
like to speak today.

This is a public hearing where the University of
California will publicly deliver a report on research it
was contracted to conduct by the Secretary of State. The
goal of this hearing is to have the report presented
publicly, to give the voting systems vendors and the
public an opportunity to publicly comment on this report,
to collect information from vendors and the public that
may help inform the Secretary of State in her decision of
what, if any, action to take as a result of this report.

As Secretary of State Bowen noted when she was
speaking a few minutes ago, even when she®s not in this
room, she®"ll be hearing the comments that are made here
today and reviewing the testimony provided in the public
comment by vendors, by the presenters and by the counties.
And this will all serve to inform the decisions that
she"1l be making this week.

The panelists here today won"t be voting or
deciding whether to adopt the report nor will they be
making any comments on the report"s finding or expressing
opinions on what the Secretary of State may or may not do

once she finalizes her action. Rather the panel is here
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to formally receive the verbal report from the University
of California, receive comments from the voting systems
vendors and the public and bring a variety of perspectives
to the issues raised in the report and by all the issues
that are raised by the public when it"s time to sit down
with the Secretary to review and analyze all the
information that"s been collected.

Now, let me introduce the panel. Starting from
my immediate right Lowell Finley, Deputy Secretary of
State for Voting Systems Policies; Judith Carlson,
Elections Division Counsel; Bruce McDannold, Interim
Director of the Office of Voting System Technology
Assessment; Chris Reynolds, Deputy Secretary of State for
HAVA activities; and Lee Kercher, the Chief of the
Information Technology Division, who will be joining us
only for the report presentation and the voting systems
vendor comments portion of today"s hearing.

Delivering the report today from the University
of California will be Matthew Bishop, Professor of
Computer Science from the University of California at
Davis. David Wagner, the Associate Professor of Computer
Science from the University of California at Berkeley is
listed on the agenda as well, because he was going to
present on source code and document review reports.

However, because the reports themselves have not yet been
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12
made public, Professor Wagner is not in a position to
present them today.

With that, please welcome University of
California at Davis Professor Matthew Bishop.

(Applause.)

MR. BISHOP: Okay. 1°d like to --

MODERATOR PEREZ: 1 think we have a microphone
issue there.

MR. BISHOP: 1"m a computer scientist, so | don"t
know how to work these things.

(Laughter.)

MR. BISHOP: Does this work?

Works now.

Thank you.

My name is Matt Bishop and I want to emphasize
that I"m not presenting the entire report. 1 am
presenting the results from the accessibility and red
teams only.

And also, even though 1"m the one up here, the
work I"m presenting is the result of the an awful lot of
hard work by a very large number of highly talented
individuals. So what I1"m going to do today or what I™"m
going to present right now covers only the accessibility
and red team reports. The other half of the review, as

was noted earlier, iIs the source code and document review
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reports, which the Secretary of State will release as soon
as she ensures those reports do not inadvertently disclose
security sensitive information.

I have to add that the source code and review
teams did an incredibly thorough job and 1 want to
acknowledge publicly how proud all of us on the other
teams are to be associated with them.

Also, before I go into details, 1°d like to
acknowledge the people who actually did the work on the
red team and on the accessibility teams.

The red team -- there were 2 red teams. The
first one was affectionately known as Team Bob, because
the leader was Robert P. Abbott. And Mark Davis, Joseph
Edmonds, Luke Florer, Elliot Proebstel, Brian Porter,
Sujeet Shenoi and Jacob Stauffer with the other members of
the team. They were from a company called Consilium
Independent Consultants and also from the University of
California®s Computer Security Laboratory.

The second team, which was known affectionately
as Team UCSB was led by Professors Giovanni Vigna and
Richard Kemmerer who co-led the team from the University
of California at Santa Barbara. And the members were, and
I apologize to them if I mispronounce some of these names:
Davide Balzarotti, Greg Banks, Marco Cova, Viktoria

Felmetsger, William Robertson and Fredrik Valeur. All of
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them were members of the UC Santa Barbara computer
security group.

Okay. The accessibility reviewers were Noel
Runyan from Personal Data Systems and Jim Tobias from
Inclusive Technologies. Noel led the team.

So let me start by presenting the results of the
Accessibility Study.

Basically Noel and Jim designed and ran it. UC
Davis provided support. We did the Institutional Review
Board review of testing procedures, because humans were
involved and we also provided the videography.

Accessibility reviewers interacted directly with
the Secretary of State. There were 3 types of voting
systems, the Diebold AccuVote TSx, Hart eSlate and Sequoia
Edges 1 and Il that were evaluated in the accessibility
review.

This review was undertaken primarily to identify
whether the 3 systems were sufficiently accessible for
voters with a range of different disabilities and
alternative language needs. It was also tasked with
identifying specific accessibility and usability concerns
and reporting options both for near-team mitigations that
would be appropriate for the 2008 elections, as well as
longer term mitigations, including vote system design

changes.
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Because it"s impossible to affirm overall
accessibility and usability conformance, merely by
examining documentation for voting systems -- or voting
products and because there"s never been in-depth
accessibility studies performed for these voting systems,
they had to do rigorous testing in order to assess the
accessibility and usability of California®s voting
systems.

The access review test protocol used both
heuristic and live user testing techniques. In the
heuristic techniques or testing, experts in usability and
accessibility performed many qualitative tests, including
persona studies and walk-throughs and analyzing every
possible aspect of the voter interface.

Live subject testing was done with 45 test voters
who represented a wide variety of disabilities, attitudes,
skills and preferred languages. Each of the 135 test
voter sessions was recorded on DVD, both audio and video.
Based on the findings of these tests, each of the voting
systems was then evaluated by grading its conformance to
each of the accessibility related requirements in the
Federal 2005 VVSG Guidelines. The separate VVSG
conformance reports for each voting system also include
discussion and mitigation options for addressing the

requirements that were not in conformance.
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So as an example of some of the findings, one of
them was although certain of the tested voting systems
could be used by some voters with certain disabilities,
none of the systems provided acceptable accommodations for
all of the variety of disabilities voters are likely to
have. Each of the tested systems had accessibility design
limitations that will not allow certain voters with
disabilities to vote independently.

And there were basically 3 areas of concern. The
first one was physical access. Support stands for all
voting systems weren"t appropriate for most voters,
especially limiting physical access by most voters in
wheelchairs. Sip and puff and other dual switch controls
for voters with severe manual dexterity impairments were
lacking or not even available on some systems. In some
cases, the changes made to add the VVPATs, the voter
verified paper audit trails, the printers had negative
impact on privacy and on the accessibility of systems for
voters with disabilities. VVPAT paper trail printouts of
the tested systems cannot be directly read and verified by
blind voters. And they were also found to be difficult or
impossible to read and verify for many other voters with
disabilities.

Additionally the VVPAT printer of one of the

systems was mounted, so that it blocked the approach by
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voters in wheelchairs and represented a severe obstruction
to voters attempting to use the touch screen or reach the
voter card slot.

Accessibility-related security concerns included
the finding that a simple short wave receiver could be
used to remotely listen to the spoken ballot of one of the
systems.

Additionally, the small and ineffectual privacy
panels on some of the machines were not at all adequate
for preventing eavesdroppers from observing the high
contrast and large print characters on the visual display
screens.

The reviewers also had concerns about speech.
Simultaneous output of both speech and visually displayed
ballots is very important for many of the elderly and
other voters with low vision, but it was not available on
all of the systems -- at all on one of the systems. I™m
sorry.

Speech rate control was not available on one
system and that system®s speech was too fast for some
voters, rather like mine probably is now.

(Laughter.)

MR. BISHOP: On the other voting systems speech
rate controls cause major distortion of the speech output,

making the speech difficult or impossible for many elderly
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voters to understand. There were also concerns about the
magnified text, the text that would result when you
magnify the screen. One of the systems didn"t offer
magnified text at all. Another offered it Iin a way that
left hidden off screen text that was easily missed by
voters. Large print setup times were very long on one
system, taking as long as 24 seconds to write the screen.

So the conclusions of the accessibility review
folks were that because of the move up of the California
Primarily election date, the scope of this accessibility
testing was not as broad as desired. Further testing
hopefully will be expanded to include usability and
accessibility of all aspects of the voting systems,
including the usability of voting systems by election
officials.

As a result of the access review, it was
concluded that the 3 tested voting systems are all
substantially noncompliant when assessed against the
requirements of the HAVA and those specified in the 2005
VWSG Guidelines. This report has documented these
accessibility concerns and offered options for short-term
mitigations for near-term elections and also offered
system redesign options and other longer term mitigations
possible for voting systems.

Hopefully vendors and local election officials
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may find information in this report that will improve the
usability and accessibility of voting systems in both the
near and the long terms.

And the accessibility review group wanted to
thank Lowell Finley, Debbie O0"Donoghue, Ryan Macias, Jason
Heyes, Miguel Castillo, Michael Lakey, Jane Howell and
Nancy Arceo from the Secretary of State"s office, and I
think 1 got those names pronounced right.

Also, the management and the staff of the grass
roots organizations that helped them recruit users and the
users who, in the technical sense, were subjects, but they
were much more than just subjects.

Also, Stanley Chan and John Bartle of Onetake
Productions were videographers who came on extremely short
notice. And also Deborah Runyan Scott Luebking -- and 1™m
sure | mispronounced that name for which I apologize.

Okay, the second part of the study was the red
team study, which, quite frankly, I was much more involved
in than the accessibility study. And I wanted to first
give a little bit of background, because there"s a lot of
misperception about what a red team study is. And then
1"m going to talk a little bit about how to interpret the
results. Then 1711 give the results and 1°11 make some
general comments.

One thing that 1 saw a lot of -- 1"ve heard this
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a lot, not just this weekend but before, is that what"s
the purpose of a red team study? Aren"t you basically
jJjust handing your keys to a car thief and saying steal my
car?

And actually, it turns out that"s a really bad
analogy. The reason is, first of all, we"re not trying to
steal an election. Secondly, a better analogy is give the
keys to your friend who happens to be a policewoman who
specializes in the theft of cars. And you ask her, how
can a thief steal my car?

Then she®s going to look around the car and see
if there"s anything on the outside. And then she"s going
to ask, can 1 get into the car, because there may be
things in the car, if the thief can get in, that will
immediately allow him on her to just drive off with the
card.

For example, how hard is it to hotwire a car?

And that will probably, by the way, show my level of
automotive expertise. And if you say well, 1"m not going
to give you the keys, she won"t be able to do that, or
she®1l have to figure another way in. |If she"s only
helping you out on her lunch hour, well, by the time the
lunch is over, she can"t get in.

And so it"s critical when time is limited that

you have access. So basically go ahead and give her the
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keys. She"s going to tell you yeah, with these keys | can
steal the car. But she®s not going to stop there. She's
going to say okay, let me go ahead and examine, using this
protected information, what other vulnerabilities are in
the car that will allow the thief to steal it if they
perhaps steal the keys from you or if they"re able to
bypass the need for the keys and get into the car in some
other way.

For example, you wouldn"t expect her so smash
your window. On the other hand, a dishonest thief may
very well smash the window. And in that case if you can
hotwire the car, you wouldn®"t need the keys. So that"s a
much better analogy.-

Basically, after the policewoman, your friend, is
done, you"ve got a list of technical ways to steal the
car, use the keys, hotwire the care and so on and so
forth. She"s going to give you this information. Now,
it"s your job to figure out well, how do I prevent this?
Do 1, for example, get one of the alarms that goes off
very loudly and annoys everyone in 500 feet? Or do I just
keep the keys in my possession and make sure 1 don"t leave
them lying around where someone might take them and so
forth?

And you have to make the judgment to determine

what you"re willing to put up with and weigh that against
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how the car is going to be stolen. And if you like the
red team is in the role of the policewoman here. We tried
to gather information that you will find useful in making
your decisions.

The specific goal of the red team was to identify
and document vulnerabilities, if any, to tampering or
error that could cause incorrect reporting tabulation,
tallying or reporting of votes or they could alter
critical election data, such as election definition or
system audit data.

And we basically looked at the tax that could
come from everyone, from the average -- from a voter, from
a poll workers, from an election official, from a vendor
and so forth. We did not evaluate policies and
procedures. And there were a number of specific reasons
for this.

First off, we wanted to focus on the technology.
We had a very limited time to perform this study. And
also in California, each county -- there are 58 counties
if 1 remember correctly, each county has its own
procedures for doing things. And we couldn®"t examine all
58 of in the time given. And further more, we figured if
we found problems, then people who know the law and know
the procedures could modify the laws and procedures

appropriately, if necessary, to take into account the
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problems that we found.

And also there®"s another issue as well. You can
have the best policies and procedures in the world, but if
they"re not carried out effectively, then they"re
worthless. And that was another area that we did not want
to evaluate at all.

We did not evaluate the likelihood of the attacks
that we found what would work. And the specific reason
again is we don"t know what mitigations are or will be in
place. We did not evaluate how serious the attacks were,
same reason. We also didn"t evaluate the skill level
needed for each attack. And 1 want to spend a minute
explaining why.

There are really 2 parts to each attack. The
first part is devising it. The second part is carrying it
out. With a couple of the attacks that 1"m going to talk
about, it requires some expertise to devise the attack.

It requires very little to actually carry it out, once the
attack has been put together.

How do you characterize that? We"ve decided that
it would be better just to give the Secretary of State the
information and let her do the characterization. We also
didn®t give the number of successful attacks or
vulnerabilities found, because, quite frankly, that can be

extremely misleading.
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The numbers 1"m giving, by the way, are purely
hypothetical here. But let"s say we had 2 voting
machines, A and B. A has 10 vulnerabilities and B has 2.
The immediate reaction is oh, A is much worse than B. But
suppose the 10 on A could be remediated very easily by
very simple policies or procedures that are carried out,
and the ones on B could not be fixed?

In that case, one could argue that as part of the
entire process B is worse than A. We didn"t want to get
into that argument, so we didn"t quote numbers. The
Secretary of State -- the confidential report has detailed
descriptions of each attack, so they can be compared that
way If you want.

And that brings me to something that"s absolutely
critical to understand when you evaluate these machines.
The computers are part of an election process. And like
any other process that uses security, you want security
layered on top of layer. You want procedures. You want
defensive mechanisms. You want technological mechanisms
that each reinforce and support one another. This is
known in the trade in different circles by different
names. Defensive in-depth is probably the one most of you
have heard about. 1t"s also been called the layer Defense
or in academic circles, separation of privilege.

And there®s one mechanism that invariably gets
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cited as very effective and that"s secrecy. |IFf you keep
things secret, the theory goes, you can"t figure out --
the attacker can"t figure out how to get in. And point of
pact in our experience, that"s absolutely untrue. Secrecy
is acceptable as a layer. However, given the widespread
dissemination of information, it"s a very porous layer.

In particular, it"s very hard to control
information. And, as examples, 1 would cite 3. The first
one was when the gentleman from Norway, | believe, cracked
the DVD encryption mechanisms. There were lawsuits filed
in the United States to block the dissemination of the
code he had written. |In order to do that, they had to,
for whatever reason, the lawyers filed in one of their
statements or pleadings, 1"m not sure of the technical
term, a description of exactly how the algorithm worked.

One day later, they realized that they hadn"t
asked for it to be sealed, so they did. In that one day,
it had been posted to a large number of Internet websites
and at least 121,000 downloads.

As another example, one that was much more
serious, recently Fox News reported that many defense
contractors had information on their websites that
endangered the lives of U.S. troops. When the AP, which
did the story, called the contractors, the information, of

course, was immediately removed. But again, that was
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something that should have been suppressed and
unfortunately it got out there.

The third example, identify theft. 1 don"t think
anyone would argue that Social Security numbers should be
broadcast or made available to the public. Yet, we"re
hearing about identity theft from servers all the time.

So the bottom line is secrecy is simply a
defense. 1It"s a layer. Do not make that your key layer,
because if you do, people will get through it. And the
range of ingenuity that people have for getting through it
is absolutely phenomenal. For example, social engineering
is a good example of this. |It"s basically where you lie.
That"s probably the easiest way to do it or where you try
to trick people into doing things. It"s been in the news
lately, except it"s been called pretexting, where you
illicitly get phone records.

There are a number of other wonderful stories
that 1 tell every computer security class about this.

1"11 spare everyone.

So when you look at an election process, you“ve
got to look at all aspects to it, not just one aspect of
it. And in particular you®"ve got to look at properly
designed procedures and policies. If those are properly
designed, those may counter many of the problems that

arise iIn voting systems. That is again not something that
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the group looked at.

A word about certification. All systems used in
elections in California at least have to be certified.

And the standards that we were asked to look at were the
2002 Voting System Standards. And then ITAs, the

independent testing authorities or agencies, | can never
remember the last word. Anyway, the ITAs do the testing
of the systems to be sure they conform to the standards.

Now, the quality of the 2002 Voting System
Standards is inadequate. And I have not talked with any
vendors about this, but 1"m willing to bet they"re just as
confused as everyone else, that they like the standards
just as much as everyone else. Again, | can point to
academic papers that describe the problems.

There have also been questions raised about the
effectiveness of the testing by the ITAs. And, in
particular, Cyber, which was an ITA, was denied interim
accreditation for testing voting systems by the Federal
Election Assistance Commission, after a finding that Cyber
was not following its quality control procedures and could
not document that it was conducting all the required
tests.

So there are issues in certification.

Now, as far as this study goes. There were 2

major constraints. The first one was the lack of time.
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The entire exercise took about -- we had about 5 weeks to
do the entire exercise. That iIs not enough to do a
thorough complete -- I"m sorry. It is not enough to do a
complete review. We were extremely thorough with what we
did. And the exercise ended on July 20th.

The second one, quite frankly, was a lack of
information and in a couple of cases vendor software. In
one case some documents were delivered on July 13th. That
didn®t affect it too much, but we would have liked to have
had the chance to get some feedback on information in
those documents to see if things in there were useful.
There was a lot of discussion between the red team, the
document review team, the source code team and a little
bit with the accessibility team. So we were sharing
information as quickly as we could find it.

Some software, as of July 18th, was not
delivered. And one ballot box wasn"t delivered until July
18th. The software I will talk about a little bit later.
I may mention what happened with the ballot box.

So what does this mean aside from the lateness?
Well, what it means is the results presented in the study
should be seen as, what we call, a lower bound. In other
words, this is what we could find under these conditions.
IT those conditions were alleviated, if we had more time

or the information were more complete, we may have been

PETERS SHORTHAND REPORTING CORPORATION (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

29
able to find more. And, in fact, all team members felt
that they would have found more.

So we understand the constraints under which
Secretary Bowen was functioning under which she
commissioned a review. We just want to make it -- and
we"re not complaining. We just want to make it very, very
clear that what we found was a lower bound.

So what kind of threats were we thinking of?

Well, there were a couple of things that are
covered -- that are described in the overview that I
wanted to mention. The Ffirst one is when an attacker
modifies the firmware to misreport votes. The first case,
you have a paper trail on all California systems. So,
what you can do is inject this firmware and then when the
voter votes, it deliberately misrecords one particular
vote. The voter doesn"t look at the paper trail -- sorry.
IT it prints the incorrect vote on the paper trail,
there®s a risk the voter might look at it. |If the voter
looks at it, they will discover the problem.

But here"s where the fun comes in. Is it an
error? Did they touch the wrong place by accident? So
they go back and recast the vote. The firmware can then
say oh boy, it"s been recast. 1"ve been discovered. Let
me print out what they said. In this case, there will be

no discrepancy, for example, between the paper trail and
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the non-paper trail.

On the other hand, if they don"t check, if the
paper trail prints out the wrong one -- sorry, if it
records in memory the wrong vote and prints out the right
one on the paper trail, there is a discrepancy. And this
is an example of the reason why we didn*"t try to deal with
policies and procedures. What happens in that case?

In particular, what happens if the poll books
show 200 voters vote and the machine showed 400 votes on
the machines? We don"t know how to handle that. So in
that case, we would simply report that it is possible to
create this discrepancy and then it"s up to the Secretary
of State and others to decide how to handle that, because
we don"t know what the law would require.

Another example threat, and this one goes to the
heart really of a lot of what we did. You have an
election management system at your county seat or your
elections central, depending on where you are, and iIt"s
going to run on the non-secure platform. All the vendors
use Windows, for example. There the security is provided
by the configuration of controls on that non-secure
platform.

So this means you need to lock the system down
and make it as secure as possible, so that if people

attack the Windows system to get into the election
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management software, it will be extremely difficult for
them to do so. |If the attacker, for example, can gain
administrative privileges on the Windows system, then they
can pretty much do whatever they want. And preventing
this -- and so when 1 say lock down, I mean turn off all
unnecessary services, prevent physical access to the box,
except by trusted people and so forth.

Okay, so now the moment 1 think everybody has
been waiting for, the results. With Sequoia we were able
to breach the physical security. We were able to bypass
the seals and do nasty things. The firmware, the
attackers were able to override the firmware. And in
point of fact, this brings up a very interesting point.
Windows, -- in this particular case, the vendor had their
own proprietary operating system, which would make it seem
more secure. But on the other hand, certain features in
the proprietary operating system may be attack much
easier.

The malicious firmware that the testers used was
able to detect when the system was in the test -- LAT
mode, when it was doing the Logic and Accuracy Tests and
when 1t was not. So they could have -- so it could be
rigged to lie to the testers.

They were able to access the election management

database system directly. And from that inject malicious
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software onto the system. And also they could forge the
update cartridges and the voter cards.

I want to emphasize read the public reports for
details. The public reports go into some detail. The
private reports go into a lot more detail and I would urge
everyone on the Secretary of State"s staff and the
Secretary of State in particular to look at the private
reports.

Okay. For Diebold, the election management
system. The server, which was the system was delivered

on, we were told was configured the way it would be

configured for an accounting. It was vulnerable to
well-known exploits. We were able to break -- the red
team was able to compromise it using -- | don"t want to

say off-the-shelf, but 1 will say widely available
software.

Furthermore, not all security related actions
were logged. As far as the physical security went, the
testers were able to bypass the locks. They also were
able to disable the printer in such a way that the machine
would continue to record votes. They would overwrite the
firmware. And it turns out Diebold, to its credit, has,
for a long time, a well known security key that was used.
The key is the default, so if you change the system, you

won"t use that key. However, the default key for the
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Diebold system is very widely known. Again, read the
public reports.

As far as Hart goes, the election management
system, this was a little bit trickier, because Hart said
they would install it on whatever you wanted, which
presumably meant a Windows system. So the testers did not
analyze the security of the Windows system on which the
electronic management software resided, because that"s
really some -- we felt -- the testers felt that the time
could be much better spent on other things, since there
was no particular configuration that counties would use.

However, they did find an undocumented account on
the hard software. So in order to get access to it, you
need to get onto the Windows system and then you can get
to that undocumented account.

On the eScan there were able to overwrite the
firmware and they were also able to issue administrative
commands to the eScan. As far as the JBC goes, I need to
explain something very quickly about how Hart works.

What you do is you get an access code from the
JBC. It"s a 4-digit access code. You then walk up and
enter it on the eSlate and then you can go ahead and vote.
It turns out that the access codes by using a mechanism,
which is described in detail in the confidential report,

we were able to get -- | keep saying we. 1 was around the
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team a lot, but I wasn"t on the team. Sorry guys.

Anyway, the team was able to get the JBC to issue
access codes without poll-worker intervention. |If this
were done in -- hang on a moment.

Okay, let me just say that in some cases it would
not print out any record of -- would not print out the
access codes as they were being generated.

And also, the accessibility guys clued us into
this one. On the eSlate, what is known as the TEMPEST
attacks succeeded. TEMPEST is a mechanism for preventing
the leak of electromagnetic radiation. What we were able
to do is get a small -- get an electronic listening
device, stand well away from the eSlate, and since the
eSlate plays audio, we were able to hear the votes as the
person was casting them.

Again, | urge everyone to read the public
reports, because 1"m doing this orally. And the public
reports give much more structure and detail to what I™m
saying.

So some general comments and then a couple of
lessons learned. The first one is that both teams felt
that the security mechanisms on the systems were
inadequate in and of themselves to ensure accuracy,
integrity of the results and of the systems.

The vendors should be using, what we call, high

PETERS SHORTHAND REPORTING CORPORATION (916) 362-2345



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

35
assurance techniques. These are techniques where security
is designed in from the beginning and you do a great deal
of painstaking analysis and development as the system is
developed. And in the overview report, there"s a point or
2 if, | may say, one reasonable -- one reasonable -- a
couple of reasonable chapters on it. And, of course, the
fact that it"s in a book that 1 wrote, even though 1
didn"t write that part, has nothing to do with that
particular recommendation.

The vendors, in general, should also assume that
components are used in completely untrusted environments.
This is not because everybody is the crooked. They
aren*t. This is simply another layer of defense. If you
assume that these are going to be use in untrusted
environments and, in fact, the people around them are
trusted and no one but a trusted person uses these
systems, then you"ve just got an extra layer in case
somebody gets through that layer of trust. So I want to
emphasize that. This is not an insult to anyone.

Also, policies and procedures have to be carried
out and -- designed and carried out very carefully to be
effective. A good example tamper proof tape.

First question, does the tamper proof tape
actually cover what you"re worried about?

Let"s assume for the moment that you put the
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tamper proof tape in the right place. Do you have a
procedure in place to check at the end of the day that the
pamper proof tape hasn®t been ripped?

The second problem, a lot of tamper proof tape
can be ordered off the Internet. How do you know -- so
one attack that we gamed out would be an attacker buying
some tamper proof tape that looked the same as the
County"s. So they go ahead and tamper with the machine
and then put on their own tape. How could you tell?

The proper is with serial numbers on the tape, so
each strip of tape is a serial number. But then you have
to have a procedure in place to check the serial numbers.
So again you have to layer procedure upon procedure here.

And one thing that is rather helpful, by the way,
is think like an attacker. It"s very useful to say | want
to try to beat the system. |If I were going to beat it,
how would I do it? And that starts putting you in the
mindset of figuring out what to look for.

In general, and this is true, | think, pretty
much everywhere, security should be part of the design and
the implementation of the system. It should not be added
on after the fact. The reason is when you add it on after
the fact, any incompatibilities can cause extreme security
problems. Or if you layer it on top of the system, if

someone can get under that security layer, you®re wide
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open.

Also, the policies and procedures should be
either designed with or drive the design of the system as
it"s being designed and implemented. The policies and
procedure should not be seen as separate from the system.
They should be seen as an integral part of the use of
these systems. Again, election iIs a process.

And although it may be a little bit -- also the
testers -- the red teams did have a recommendation to the
Secretary of State. |If you plan to do this again, we
would strongly urge you to adopt regulations to require
the delivery of everything needed to conduct the tests
like this before certification or before you do the
testing, that way the testers can drive right in and won"t
have to wait if there are miscommunications or issues?

And that pretty much summarizes the red team
review. 1 do want, however, to express thanks -- the red
team, me personally, do want to express thanks to Jason
Heyes, Ryan Macias, Miguel Castillo and Chris Maio for
taking care of the systems and us. These red teams
typically do not work 8 to 5. It"s usually more like 8
p-m. to 5 a.m. And they were absolutely troopers in
making systems available to us.

Debbie 0"Donoghue and Lowell Finley were

wonderful with administrative support in helping us
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communicate with the vendors. Again, the red teams all
want to express their extreme gratitude to the source code
review team members, the document review team members and
the accessibility review team members, in particular all
the members spent -- the source code and document review
teams spent time with the red teams, and in some cases
helped the red teams develop and carry out the attacks.

And I would be remiss if -- 1 also would like to
thank Professor David Wagner of Berkeley. David"s been
one of the strongest points of this project. It"s been a
delight to work with him. He did an absolutely amazing
job as did all of his team members.

And I think that"s the -- for the rest of it,
it"s on the web. 1 guess it"s still on the web, isn"t it?

You can read the overviews and the public reports
of the 3 machines.

Thank you very much.

MODERATOR PEREZ: Thank, Professor Bishop.

(Applause.)

MODERATOR PEREZ: Here"s what I"m going to do.

MR. BISHOP: 1"m sorry, | should ask if the panel
has any questions.

MODERATOR PEREZ: Yeah, I"m going to walk us
through that. We"re going to take a little bit of time

now to have each of the panelists be able to ask any
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clarifying questions they have that they think will either
help them clarify their own understand of the information
or that they think will bring greater clarity to the
audience both here in person and listening in.

So what 1"m going to do is just moderate and
allow everybody to just raise their hand and be recognized
to ask questions of Professor Bishop. This is not going
to be a debate format. Again, this is just clarifying
questions. And it will start us in getting the
clarification we think will be necessary to move forward.

IT the panelists haven"t already done so, if
you"d just turn on your microphones. By holding down the
mute key for a few seconds, your microphone will come on.

MR. BISHOP: They"re not computer scientists so
they"11 probably do it right.

MODERATOR PEREZ: So, Lowell, would you like to
start us off?

PANEL MEMBER FINLEY: Sure. Thank you.

Is it on?

MR. BISHOP: 1t"s not just computer scientists.

(Laughter.)

PANEL MEMBER FINLEY: How is that?

MODERATOR PEREZ: Take mine?

PANEL MEMBER FINLEY: First, 1 want to thank you

for an excellent presentation and for your overview report
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on the 3 red team reports, which 1 think helps everyone to
understand them better.

The way we can tell you®"re an expert is that you
use undefined terms because you assume everybody knows
what they mean.

(Laughter.)

MR. BISHOP: My apologies to all for that one.

PANEL MEMBER FINLEY: So I just wanted to ask you
to explain a couple of things. You referred several times
in your presentation to firmware. And perhaps you could
explain what firmware is as opposed to all the other Kkinds
of ware Kkinds that we take about with computers.

MR. BISHOP: Hardware are the chips and the
silicon and the physical box. Firmware is a type of
software that runs on these particular machines and
software is like the election management systems and so
forth.

PANEL MEMBER FINLEY: So when you say firmware
runs on these particular means, are you talking about the
voting units?

MR. BISHOP: 1"m sorry, yes the voting units and
the eScan and the AccuVote-0S. And | believe it"s the
Insight 0S. And also the touch screens and the eSlate,
which -- and the JBC which are not quite touch screens.

PANEL MEMBER FINLEY: Which leads me to my next
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other 2 vendors systems. Can you explain what those are?

MR. BISHOP: 1"m sorry. eScan and the other
systems that | named in conjunction with them are optical
scan systems. You basically have a scanner and you feed
your ballot in and the machine scans the ballot, records
your votes and then dumps the ballot into a ballot box
underneath.

PANEL MEMBER FINLEY: Okay. And then you also
referred during your talk to the JBC in the Hart system.
Can you tell us what that is?

MR. BISHOP: Yes. The way the Hart system works
is at the polling station you have a machine called the
JBC, Judge®s Booth Control, and that®"s connected to
another machine called the eSlate. There may be several
eSlates daisy-chained in a row talking to one JBC. And
when you go to vote, the poll worker will walk up to the
JBC and ask for an access code. And it will, at least on
election day, it will print out a little piece of paper
with the access code. You, hand it to the voter. The
voter walks over to one of the eSlates connected to that
JBC, and then using a dial, dials in -- a dial-in push
button selects -- enters the access code.

At that point, the eSlate will communicate with

the JBC and basically say is this one active? And if the
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answer is yes, it will go ahead and let the voter vote.

PANEL MEMBER FINLEY: And when you were
describing the JBC and the attack in which it was possible
to get the JBC to issue multiple voter access codes, what
was the ultimate effect of that in terms of what it
enabled the attacker to do? |I"m not sure that 1 heard
that.

MR. BISHOP: If you didn"t hear it, it"s probably
because 1 didn"t say it. The attacker would have multiple
access codes, so they could vote multiple times.

PANEL MEMBER FINLEY: Thank you.

MODERATOR PEREZ: Thank you. Next Judith, did
you have any questions for clarification?

PANEL MEMBER CARLSON: I don"t, but 1°d just like
to thank you for your report.

MODERATOR PEREZ: Very good.

Bruce.

PANEL MEMBER McDANNOLD: Thank you, also, Matt,
for the hard work you and your team did -- two of your
teams did on this.

Can you elaborate a little more on -- you"ve
talked about very briefly mentioning a couple times in
passing that you were able to overwrite the firmware.

MR. BISHOP: Yes.

PANEL MEMBER McDANNOLD: Can you elaborate on the
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potential consequences of doing such an act, not just
particularly for the current election, but for perhaps the
future?

MR. BISHOP: To be honest, I can"t really
relate it -- | wasn™t really relating to any particular
election. Altering the firmware allows the malicious --
allows the program that is added to control the system
completely. For example, when a vendor goes to do an
update, they alter the firmware. The attacks that we were
talking about, in fact one that I mentioned, allows a
nasty person to alter the firmware in such a way that the
wrong vote will be recorded. And then if the user spots
that the wrong vote has been recorded, in other words,
they don"t cast the ballot, what they can do is -- what
the software can then do is say, ""Oh, gee. | may be
detected. Let me be honest this time."” And you can play
those -- form those sorts of tasks.

On other systems what you might be able to do is,
for example, change how things are counted. So in other
words, you could alter how the systems function. Does
that make -- so in other words, if there were 3,000 votes
for John Doe and 2,000 votes for Jane Roe and you wanted
to switch them, you could do so. Depending on how the
software worked, that might or might not be apparent from

the paper trail.
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Actually, let me rephrase that. 1 don"t think
any single electronic voting machine has a history of the
3,000 or 2,000 votes, but 1 think you have the idea. It
would be like maybe 100 or 200 or however many, but you
could switch things.

PANEL MEMBER McDANNOLD: And, again, were there
any -- having access to alter the firmware, does it have
implications for future elections that are run on that
system?

MR. BISHOP: If the firmware is not reflashed or
not fixed, then the corrupted firmware will continue to
run on that machine, so it depends on your policies and
procedures. And this is one of the reasons why the report
is so careful not to draw conclusions as to the effects of
specific things we find. We simply considered them from
the point of view of technology. And we make statements
about what the technological implications are, but not
what the implications are for elections, because it
depends on the compensating controls.

PANEL MEMBER McDANNOLD: Okay.

MODERATOR PEREZ: Any other questions, Bruce?

PANEL MEMBER McDANNOLD: Not for now.

MODERATOR PEREZ: We"ll come back to everybody if
other questions come up.

Next, we have Chris Reynolds.
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PANEL MEMBER REYNOLDS: Hi. 1 just want to thank
you again, as everyone has. It was a very thorough
presentation.

I wanted, | guess, to try to get some
clarification too on those things that you mentioned were
not addressed in the review. In other words, you
mentioned several times that you did not review the
policies and procedures.

MR. BISHOP: Correct.

PANEL MEMBER REYNOLDS: And those might be
policies or procedures that would mitigate against
something occurring.

MR. BISHOP: 1t"s entirely possible. We don"t
know.

PANEL MEMBER REYNOLDS: And then you also
mentioned, in less detail or fewer times, | guess 1°d say,
you didn"t assess the degree of difficulty for the
attacks, but you did elaborate on that by saying it might
be very difficult to design an attack, but easy to
implement one. 1Is there any way you can elaborate on in
helping us understand that?

MR. BISHOP: 1 can give you a very good one. If
you remember the firmware attack that 1 just described for
Bruce -- or sorry, Mr. McDannold. The creation of that

requires some knowledge of how the systems work. It"s not
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something your average voter will be able to do. However,
actually carrying it out would simply require access to
one point at the election process. And anyone who had
access to that point or who was able to get access to that
point would be able to carry out the attack.

On a much more mundane level, one of the locks
that was opened or that was bypassed, the first time the
red team tester tried it, we"d not seen this particular
type of —-- we"d not seen this particular situation. The
tester was able to bypass the locks, I believe, in about 5
seconds. At that point, something which we christened the
observer effect, came into play. He called a bunch of
people over and tried to do it again. It took him 2 and a
half minutes.

So, again, the policies and procedures, if there
were a procedure whereby someone were watching and they
noticed someone Fiddling around with the lock for 2 and a
half minutes, one 1 would hope the poll worker would come
over and say, "'Excuse me, what are you doing?"

Okay. So that"s an example of the types of
procedures we didn"t evaluate. And that"s also an example
of why we didn"t evaluate the difficulty, because the
first time the person did it very quick. The second time
the person did it, very hard. How do you evaluate that?

PANEL MEMBER REYNOLDS: And could you -- again,
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this is for clarification purposes for my own. 1Is what
you just described, though, an illustration of layering.
You described that you might need to have knowledge of the
system to be able to design, and then in order to carry it
out, you"d have to be able to get -- it would be
relatively easy, but it might be observed or -- and in
each one of those cases I™"m imagining it would be things
like limiting knowledge of the system, limiting access to
the system, and then doing some kind of observation of
what®"s going on in the polling -- I mean --

MR. BISHOP: Well, let me give you an answer, but
like any true professor, I"m going to weasel a little bit.

First of all, the short answer is, yes, what
there -- that describes layers. The first layer would be
trying to keep information about the system relatively
hidden. The second one would be trying to limit access to
that point in the process where you could do the
injection. The third one would be having a condition --
having people check for that sort of thing. The 4th one
would be within the system itself, building it so that if
malicious software were injected into the system -- or
unauthorized software were injected or unauthorized
firmware were injected, the system would say hey wait a
minute. This is wrong. Stop. So that®"s the example of

layering.
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Now, 1 want to emphasize again, the First layer
was strictly knowledge of the machine. Personally, I
think that is a very, very difficult thing to do and it
should absolutely not be seen as a key layer, okay. It"s
a barrier. But on the other hand, it"s a barrier that, in
this day in age, is typically very, very easy to overcome.
So I very strongly want to reemphasize that that"s
probably -- if you think of a brick surrounded by paper,
that"s the paper. The other layers should be the brick.

PANEL MEMBER REYNOLDS: Add one last question.

Is auditing in any way a part of the layering or is that
more --

MR. BISHOP: Yes. Auditing is a very important
part of the layering. And, in fact, it"s an important
part of the security, because systems, in general, need to
be designed. With security you always prevent. However,
prevention fails. [1"ve never seen a system yet that
someone has not been able to get through, so you build
auditing mechanisms in to detect when that happens. And
if you can™t react fast enough, hopefully the audit
records will show you exactly what happened and how to fix
it. How to fix it or prevent it.

So this should be designed in with the system
from the beginning. It"s just another security mechanism.

And the auditing itself is simply another layer.
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PANEL MEMBER REYNOLDS: Thank you.

MR. BISHOP: Layers upon layers.

MODERATOR PEREZ: Thank you. Lee.

PANEL MEMBER KERCHER: I have no questions.

MODERATOR PEREZ: Please, Mr. McDannold.

PANEL MEMBER McDANNOLD: In a lot of these
security analyses, people will often make a distinction
between attacks that can affect one machine perhaps in the
vote results on one machine versus attacks that have the
potential of systemic consequences and affecting the whole
system. Can you, in any way, kind of just briefly touch
back on your findings and your team®"s findings in terms of
which attacks and differentiating between them?

MR. BISHOP: 1"m not really comfortable doing
that without going into the private reports.

PANEL MEMBER McDANNOLD: Okay. Fair game.

Thank you.

MODERATOR PEREZ: Thank you.

IT you want to take a minute or 2 to add anything
that maybe has come to your mind that isn®t necessarily a
direct response to any of the questions, but you think is
important for everybody to hear, this is your opportunity
to do that as well.

MR. BISHOP: 1°d just like to thank everyone for

the opportunity to participate in this. And that also
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again 1*d like to thank every one member of all of the
teams, and particularly David Wagner for an absolutely
fantastic job. If I could work -- if 1 ever get to work
with him again, and I dearly hope I will, it would be an
honor and a privilege.

MODERATOR PEREZ: Thank you very much, Professor
Bishop.

(Applause.)

MODERATOR PEREZ: We"ve now come to the portion
of our hearing that we"ve set aside for the vendors to
respond to issues raised by the report. We"ve allocated
30 minutes for each of the voting system vendors to
provide any comments they"d like to make on this report.

The agenda lists Diebold as the first presenter,
followed by Hart and Sequoia. However, if the companies
would like to rearrange the order of their presentations,
I don"t have any objection to doing so.

When they®re done making their presentations,
again the panelists will have an opportunity to ask
clarifying questions. And then later in the program,
we" 1l open it up for public comment for everybody who"s
here this morning.

So with that, if I could have, first, the
representative from Diebold, unless the vendors have made

other arrangements. 1 believe it"s Mr. Norcross, is that
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correct?

MR. NORCROSS: Yes.

MODERATOR PEREZ: And if you"d take just a moment
to introduce yourself to everybody with us this morning
and then get into your comments.

MR. NORCROSS: I will.

Mr. Pérez and panelists, thank you for the
opportunity today to present Kathy Rogers® statement. My
name is Rob Norcross. My firm represents Diebold Election
Systems. Kathy Rogers is the Director of Government
Relations for Diebold Election Systems. Unfortunately,
storms in the south eastern part of the country yesterday
forced several airports to close and resulted in the
cancellation of hundreds of flights.

Because 1 happened to fly out to California
yesterday morning on other business, 1"m able to be here
today to read Kathy"s statement.

"Thank you, Secretary Bowen, for the
opportunity to be here today to provide

comments on the review of Diebold

Election Systems Solutions commissioned

by your office and undertaken by the

auspices of the University of California

and others.

"Many jurisdictions iIn the State of
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California use our optical scan and
touch screen election systems. We are
proud of our customers® records of
successful elections and also very
mindful of the challenges that we have
faced in California in the past. We
believe that we have an obligation to
our customers and to the voters of
California to continually review and
enhance our voting systems.

"Furthermore, we believe that when
used in conjunction with proper security
procedures and protocols, our voting
solutions encourage voter participation,
help reduce voter errors and ensure good
elections.

"Election day parallel monitoring
testing, performed on DESI voting
solutions in California, as well as in
other states, have shown them to be 100
percent accurate during those elections.

"Diebold received a copy of the
public reports portion of the review
Friday afternoon. Our engineers and

technicians are thoroughly reviewing the
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report and plan on providing detailed
comments with your staff when they sit
down to review the private portion of
the report later this week. While we
believe there was merit in participating
in the review, we shared with your
office in a letter dated June 6, 2007
steps that could have been incorporated
in your test that we feel would have
enhanced the value of the end result.

"We believe the process would have
been enhanced if the testing team
included an experienced election
official. We were disappointed the
California laws and regulations
regarding the use of voting systems were
not applied to the tests. As was stated
here today, all voting systems in a
laboratory environment are vulnerable,
including touch screen systems,
paper-based optical scan systems and the
older lever and punch card technology
that they replaced.

"Unfortunately, under the rules and

guidelines established for the review,
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Diebold was not allowed to submit the
testing, the most recent version of its
software and firmware. In February
2006, the University of California at
Berkeley and others performed a review
of the DESI voting system software and
found risk issues. Diebold upgraded the
software by adding several new features.
The software has been federally
certified, but has not yet been
certified in California.

"As a result, the risk issues
reported by the UC Berkeley and others
team and corrected by Diebold will be
reported yet again in the top to bottom
review.

"Notwithstanding these observations,
we are pleased to participate in the
review. We enjoy a cordial and
professional relationship with your
staff and members of the top to bottom
review team. We look forward to our
ongoing discussions and to working with
you to further enhance the security of

Diebold"s election solutions for our
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customers and the voters of California.”
MODERATOR PEREZ: Very good. And actually, 1711

turn to the panelists now and ask if your preference is to
ask clarifying questions individually or whether you"d
like to wait until we"ve heard presentations from all 3 of
the companies?

PANEL MEMBER KERCHER: Now.

MODERATOR PEREZ: I"m sorry?

PANEL MEMBER KERCHER: Now.

MODERATOR PEREZ: Very good. So we"ll do them
one by one.

Mr. Kercher.

PANEL MEMBER KERCHER: Not a chance.

(Laughter.)

MODERATOR PEREZ: Pass it down. 1711 turn it on
for you.

PANEL MEMBER KERCHER: Your comment that -- and
this may put you in a bit of a difficult position, because
I know you"re not reading your own material. But you
commented that the testing was not done on the most
current version of firmware and software for the product.
Do you have a -- can you give us a sense of how much
different the results might have been if it had been done
on current software and firmware

MR. NORCROSS: Personally, I"m not sure. What 1
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can tell you, and in the brief conversations that I"ve had
with the Diebold people when they asked yesterday if 1°d
be willing to come read this statement, is that many of
the -- and Ms. Rogers really intended to be here and is
actually on an airplane right now. She"s spent over 12
hours in the Atlanta airport yesterday trying to get here.

Many of the comments that were in the UC Berkeley
report from February 2006 are similar to the comments in
the public section of the top to bottom review. And the
Diebold folks have spent a year and a half attempting to
mitigate those, so 1 would believe that many of them would
have been addressed.

PANEL MEMBER KERCHER: Okay.

MODERATOR PEREZ: I"m used to being Chair and not
moderator, so I"m going to step out of my role a little
bit and take a moment of privilege, because 1 have a
follow-up along those lines. And the question is this,
the new firmware and software that you®re referring to is
not in use anywhere in California though, correct?

MR. NORCROSS: That"s correct. It has not been
certified.

MODERATOR PEREZ: Thank you.

Anybody else have any questions for Mr. Norcross?

Okay, thank you very much.

MR. NORCROSS: Thank you.
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MODERATOR PEREZ: The next presenter we have is
from Hart Intercivic. And if the Hart folks would like to
come forward and introduce themselves.

MR. McCLURE: Good morning my name s Neil. [I™m
with Hart Intercivic. | want to thank you for the
opportunity to speak today.

The eSlate system, our electronic voting system,
was introduced in the summer of 2000 following a 3-year
development effort. The system was first used in the 2000
election. Since November of 2000, the system is now
installed in over 300 jurisdictions and 11 different
states, and a couple of the largest counties iIn the
country that have implemented electronic systems.

Since the initial introduction of the eSlate
system, we have released new system applications to
support storage and warehouse management, distributed
collection of cast vote records, candidate rotation and
multiple language support. These features along with
other upgrades to our applications represent the focus of
our development resources over the first 3 years of the
system®"s life.

In 2003 it became clear to Hart that the public
demanded higher security for electronic voting systems.
Since no standards were in place and some key policy

decisions had not been acknowledged or addressed, Hart
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nonetheless set out on an accelerated development program
in an effort to implement additional enhanced security
features, many of which were part of our original
architecture.

Despite the lack of guidance from the election
industry, Hart made a substantial investment in 2003 and
embarked on a focused development effort to incorporate
current information technology techniques using industry
best practices to implement a high security architecture
for the Hart voting system.

To assist us in the achievement of this goal, we
retained the services of a respected company in the
applications security industry whose name is @Stake who
have subsequently been acquired by Symantec and is part of
their professional services group. Security is not a
one-off effort but an ongoing commitment that is
integrated into the business process of a company.

Hart Intercivic structured development
environment and our 1SO certified quality of facility
securities systems were an ideal foundation to integrate
security practices within our organization. The @Stake
representatives spent 1 month on site in our facility
conducting interviews and engineering staff, reviewing
code, revising business processes while assisting us in

integrating the security culture to the Hart voting
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system.

The First effort completed by the Hart/@Stake
team was to define a framework for a threat model for
electronic voting systems.

A threat model attempts to encompass as many
factors as possible surrounding the operation of a system.
A threat model is not just about technology, but includes
other system-relevant elements, such as operating
environments, characteristics of typical users, functional
requirements and the motivation of hackers or attackers to
name a few.

The intent of threat model is to define the
environment so the system can be applied for evaluation of
potential vulnerabilities, mitigation, procedural
requirements and other elements that collectively make up
the security architecture.

System security is not a yes or no question, but
it must be evaluated in terms of probabilities and
likelihoods. So without some form of threat model,
there"s no reference frame to perform a security
assessment. Furthermore, implementation of security
features can have significant impacts on system cost and
usability. Higher security typically results in increased
system costs, increased operating costs, increased

complexity, yielding reduced usability.
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The threat model helps to evaluate these
trade-offs as system designers attempt to find acceptable
and reasonable balances between these important aspects.

The red team explicitly states that no threat
model was used in their testing. Without quote making
assumptions about compensating controls or procedural
mitigation measures that the vendors and the Secretary of
State or individual counties may have adopted, the
findings of the red team are not surprising.

The outcome is made further obvious by the fact
that the red team was provided all technical information
including source code of the system. But by ignoring the
operational environment, the red team tested the system
out of context so as to take actions based solely on their
findings would produce unrealistic results, generating
unintended consequences and potentially reducing the
overall security of the system.

The red teams also highlight where trade-offs
were made In the face of system costs and usability.
Several suggestions were made in the report that can raise
the level of security, but the real question is whether
it"s necessary. |Is the cost benefit ratio acceptable when
applied to the probability of a successful attack? Cost
to define both a system cost and increase in complexity in

the system operation.
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This really points for the knead to develop and
adopt a threat model so that vendors, election officials
and the public have common reference points for voting
systems security. Until a threat model or at least key
aspects of operational environment can be agreed to by the
industry, there will be no agreement on what is reasonable
or acceptable security. These key aspects of the
operational environment also need to be applied equally to
all types of voting methods as well, including electronic,
optical scan and paper ballots.

The electronic systems have typically been held
to an absolute standard, which is unreasonable while the a
vulnerabilities of other voting methods have been ignhored.

Without some agreed to parameters surrounding
security, the security debate will continue without
resolution, and all parties will suffer, including the
public through their lack of confidence in the U.S.
election process.

This is exemplified by an illustration from our
security development effort. Since their is no standards
or guidance provided by the election community, Hart
needed today define an operating environment to establish
some binding parameters for our security protection. In
order to make these decisions and have some form of

reference, we analyzed what had been practiced and
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accepted for many years for paper ballot voting methods.

Some fundamental results from that analysis were
that the polling places were supervised and trusted. The
elections central office is supervised and trusted. And
information, while in transit, is at risk.

These are the same conditions that are and have
been used for paper ballots for many years and are
reasonable assumptions that can be stated for electronic
systems.

Naturally, when the red team testing was not
subject to these conditions, perceived vulnerabilities
will be discovered. A case in point is Attack Scenario 1
in the public report where additional access codes were
allegedly gained by a malicious voter using a
surreptitious device. This attack requires a distracting
of a poll worker for a significant amount of time to
physically plug in a device to the back of a piece of
election equipment that sits in full view of the entire
polling site and to do so undetected. After being
connected for 30 seconds, the malicious voter removes the
device, again undetected.

In the Hart voting system, an access code simply
allows access to a particular ballot style that can be
voted at an eSlate device. Having the access code is

identical to having a blank ballot, so that the same
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vulnerability exists for paper systems, but the attack on
a paper system requires a malicious voter to only distract
the poll worker for a few seconds, enough time to steal
additional ballots.

There are some inconsistencies in the red team
report surrounding this attack, and we need to investigate
them further with the red team. The JBC prints access
codes for early and election voting modes. And the access
codes are not active until they are printed.

From the description of the report, we aren”t
clear how the attack is successfully carried out once the
access codes are surreptitiously collected as the access
codes are not active themselves.

The threat model also takes into account
technology, operating environment and human factors. To
address the premise that information is at risk in
transit, we need to use some form of cryptographic keys.
When faced with the use of cryptographic keys, we are
challenged by our customers experience with the use of
such technology or anything similar.

Enough challenges exist with poll workers and we
determined it would be an unacceptable situation to
require poll workers to be responsible for private
encryption keys.

The risk to a system when introducing a
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cryptographic key in infrastructure is that the system can
be rendered inoperable if the keys are not managed
properly. This is why we chose a symmetric key pair to
authenticate information at the termination of transit.
Symmetric keys are easier to manage and provide a
reasonable level of security when evaluated within a
threat model. Yes, our system can support public/private
key pairs.

Yes, it Is a stronger security. But is it a
requirement? 1Is the increased complexity a trade-off that
will be understood by the public, understood by the
customer when they get out of synchronization and renders
the system inoperable in the name of stronger security?

We don"t have the answers to these questions and
that"s why we need to work together to resolve these
issues.

This also raises an interesting issue worth
consideration. The vendor community has been asked to
develop increased security for electronic voting systems
ahead of the establishment of standards or determination
of other public policy issues. The issue of
authentication versus encryption is an excellent example
of a public policy that vendors have been forced to answer
without guidance from the election community.

Is ballot data public information?
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IT so, can it be obscured from public view?

We"ve been asking these questions for several
years and have received no definitive answer from the
election community. We generally believe it will only get
answered In a court some day.

In the absence of guidance from the election
industry and not wanting to be part of the judicial test,
we took a conservative position on ballot data that is
public and cannot be obscured from view. Hence, our
system security is built on the premise that information
can only be digitally signed and authenticated, visible,
and not encrypted, obscured, for transfer between
locations.

Is this the right decision? We"ve been asking
these questions and trying to find a venue to have these
discussions. And hopefully these are avenues that we can
move forward with the red team and with the Secretary.

We understand also that the red team was given a
limited amount of time to which to test our system. Our
preference would have been to provide some level of
training on the use of the Hart voting system as we
believe it would have saved time on the learning curve and
made them aware of other features of the system.

An example of this is in regards to our

application called SERVO, a system application that
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provides equipment management warehouse functions, data
backup for voting devices and system verification. This
latter function of system verification was not apparently
understood by the red team. One of the fundamental
security elements of the Hart voting system is the
distributive storage of the cast vote records in
physically separate memory devices. The Hart voting
system was designed such that there are 3 independent
storage locations creating triplicate originals. For the
DRE this includes our memory device that"s removable, the
JBC and the eSlate. And for our digital scanner, it
includes the memory removable device, the eScan unit
itself and the paper ballot.

It can be practically guaranteed in the context
of an election that at least 2 of these storage mediums
will be under separate custodial care and travel different
pathways back to election headquarters. As mentioned
above, SERVO will back up the data stored in the hardware
devices, other than the MBB and that contain original cast
vote records. SERVO also reconstructs MBBs with data
contained on JBC, eSlate and eScan to create duplicate
MBBs.

These duplicate MBBs can then be read by tally,
the tabulation application, to produce a second set of

original results that are compared to those that were
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produced from the MBB that traveled a different pathway.
This is not a lengthy audit process and can be provided on
election night or when the equipment is backed up. The
dysfunctional capability nullifies the Attack Scenario 2
contained in the report, where the malicious voter or
individual removes the MBB from the JBC, breaking seals
and violating other procedural issues, modifies the
information and puts it back in. There"s 2 other storage
locations that exist that would dispute the results on
there. And in order to successfully manage this attack,
all of those memory locations not only need to be altered
but altered identically.

It"s been a difficult couple of years for the
vote system vendors. Federal attention, new standards,
requirements for additional voting methods, accelerated
time frames, media focus and the whole community of
election experts presented new challenges as it would for
any company in any industry. Federal officials, State
officials, public outcry, academic community and a thirsty
media all with different perspectives, objectives and
agendas all pointing at the vendors to solve individual
problems.

County officials understand the importance of
working with vendors to solve our election issues and

there are some lessons to be learned from this working
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model .

But being forced to work in a vacuum will never
solve these issues faced with the election community, so
we need to come together and solve them as one.

We congratulate the Secretary and the red team
for their effort. However, we may have handled it in a
little different manner if we had input into the process.
Hart had spent a large sum of money on the development of
the security infrastructure who had nobody to review it
that would yield a credible outcome in the view of the
public. [If Hart paid for the review, it would have
tainted the result in the eyes of the vocal critic™s
electronic voting. Voting system standards are behind and
haven®t kept pace with the new security requirements
demanded by the public.

We"d also like to point out that the attacks are
defined as single point attacks and do not account for the
interlink nature of parameters within our system. For
example, over-written Ffirmware is the something that would
be detected if run in a normal election cycle.

We"d like to suggest some possible approach for
the future of such reviews and would be interested in
helping you establish a national program that would be
satisfactory to all interested parties.

The biggest issue surrounding open inspection and
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review of our system by third parties is disclosure. We
have a duty to our customers and the public to protect the
integrity of the system. This includes being mindful of
the possibility of malicious claims being made that are
not factual, defamatory or other wise intended to promote
an alternate agenda.

We are interested in continually improving our
system. And an excellent source of input is from
third-party independent reviewers. However, it"s very
difficult for us to agree to open inspection if we"re not
allowed time to address any findings resulting from the
inspection before being made public. This is not in the
best interests of our customers or the public. We*d like
to suggest that we open -- that we establish an open
inspection protocol that be based on a model developed by
the Organization for Internet Safety and detailed in their
guidelines for security vulnerability and reporting and
response document.

The process developed by those member
organizations is a multi-step process, where a
vulnerability is identified confirmed and then the clock
starts ticking down toward a disclosure date. Our biggest
concern with an independent review is being provided an
appropriate amount of time to address any issues

discovered prior to public disclosure and agreeing to such
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a review without the opportunity to address issues
Jeopardizing the integrity of our product and is a
disservice to our customers and threatens public
confidence.

We understand public disclosure is a leverage
historically used to motivate a manufacturer to correct
the problem, but it must be used responsibly to conduct an
open inspection in a cooperative manner.

There is also an issue of funding ongoing conduct
of open inspections. The vendors can"t pay for the
reviews as it will taint the outcome. States and counties
don"t have the budget for ongoing financial support.

Short of a federal appropriation, there®s another possible
source of funds.

IT we, the election community, develop a clear,
concise, documented process for the ongoing effort of
independent third-party open inspection of voting systems,
we believe there are a number of philanthropic
organizations whose charter is to fund efforts for the
public good and this program may well fit within their
guidelines.

This solution is worth pursuing, but It requires
cooperation of all parties to work towards an acceptable
process.

The current red team report of their findings and
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1 related observations, require additional review and
2 discussion between the team and our company. We have
3 found several inconsistencies, alternate conclusions,
4 omissions and a few errors in the report. It is critical
5 that these be addressed before any action be taken on the
6 report.
7 It was also disappointing that some of the
8 well-designed security aspects of system were not
9 acknowledged.
10 We look forward to continuing to work with the
11 red team to address unresolved open issues in the report.
12 We agree with the Secretary that this process is not
13 complete and that with the red team and the Secretary
14 applying an operating environment to the system, so that
15 responsible actions, if any, can be identified or result
16 of this review.
17 This report is an important tool, but must be

18 used responsibly.

19 Thank you for time.

20 MODERATOR PEREZ: Thank you, Mr. McClure.

21 (Applause.)

22 MODERATOR PEREZ: Any questions from the panel?
23 Okay. Seeing no questions from the panel, thank

24 you very much, Mr. McClure.

25 We"re going to have a final presentation from the
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representative from Sequoia. We"ll engage in questions
from the panel for the representative from Sequoia. I™m
then going to layout some of the rules for the public
hearing for everybody else"s participation. We will take
a break after I"ve laid out those rules to allow people to
have lunch. 1711 establish a time for us to reconvene and
then we"ll take as much of the afternoon, and if need be,
into the evening to make sure that everybody is here today
that wants to be heard is able to speak on the issue.

So next we have a representative from Sequoia.
And I believe it"s Steve Bennett?

MR. BENNETT: Correct. Madam Secretary, members
of the panel, members of the public and also members Of
the California county clerks, recorders and registrar of
voters that are in attendance today.

My name is Steven Bennett. 1 represent Sequoia
Voting Systems. [1"m going to read a response -- or our
initial response to the red team penetration testing and
accessibility portions of the Secretary®"s top to bottom
review of Sequoia®s voting equipment currently used in 21
of California®s 58 counties.

Nothing in life happens in isolation. As we have
stated many times, as have our nation®"s election
officials, elections are complex systems made up of not

only election equipment, but the people and the process
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surrounding the equipment. California®s top to bottom
review was conducted In a true -- was not conducted in a
true election environment in accordance with 1SO 15804,
Common Criteria for Information Technology Security
Evaluation and/or 1SO/I1EC 17799-2005.

This was not a security risk evaluation, but an
unrealistic worst-case scenario evaluation limited to
malicious tests, studies and analysis performed in a
laboratory environment with computer security experts with
unfettered access to machines and the software over
several weeks. This was not a real-world scenario. It
does not reflect the diligence, hard work and dedication
to the stewardship of our nation®s democracy that our
customers and all election officials carry out every day
in their very important jobs of conducting elections in
California and throughout the United States.

As stated by our company many times in the past
with a verifiable voter paper audit trail, that was
pioneered by Sequoia in actual elections in 2004 in
post-election checks, that are already established by law
and regulation, none of these attacks described in the red
team report are capable of success. All would be
prevented or detected through the use of VVPAT and legal
sufficient audits. Red team penetration testing is a

well-known technique in the security industry. It is
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normally performed in a manner by which the system, in its
native operation mode, is subjected to attacks from the
red team, which is given various levels of knowledge
regarding the system based on what the team is expected to
emulate, inside threats, outsider threats or ad hoc.

In this case, the stated objective was to emulate
both the insider and outsider threats. However, the test
plan actually employed suffers from the misapplication of
this methodology. The red team has no corresponding blue
team, a friendly study, a system under study, to emulate
traditional and current election security practices. In
short, the red team was able to, using a financial
institution for an example, to take a lock off the front
door of the bank, remove the security guard, remove the
bank tellers, remove the panic alarm that notifies law
enforcement and to have slightly limited resources to pick
the lock of the bank vault. Such a scenario iIs
implausible.

Furthermore, the equipment tested was not taken
through the prescribed pre-election logic and accuracy
testing and preparation, which would have included the
addition of tamper evident sales. These seals, for
example, would have precluded many of the attacks on the
system.

The methodology used implies that election
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authority insiders have unlimited access to the equipment
with no surveillance of their activities through automated
methods. This is untrue. The election jurisdictions have
several methods of insider deterrence and apprehensions.
These include cameras in the election warehouse and
computer rooms, audit logging on election database servers
and workshop -- and work stations, and laws that make
tampering with election equipment a felony in both state
and national level.

In summary, a more effective test would have been
for the red team to have attacked simulated target
jJurisdictions. Said jurisdictions would have prepared the
equipment for keeping with traditional current and legal
mandated equipment and procedure safeguards. The results
of this test would have pointed out the true weaknesses iIn
election process security and provided real data from
which the Government could have improved the security
profile. As it stands today, all that we have proven is
that computerized systems removed from the environment and
place, in this case almost literally, out into the street
into a laboratory for anyone to tamper with, can be
successfully attacked. The data is thus unfortunately
muddled by the appropriate test methods forcing
governments to separate the wheat from the chaff of the

ramifications for secure elections.
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Sequoia will address each and every attack
scenario in the red team report, its implications,
mitigations, as well as the points In the accessibility
report.

In this presentation today, 1 will go through
many of these points with you at a high level summary to
give you examples of the interest of our allotted time to
present here today.

We will share more information this week in
response to both of these reports. As for the
Accessibility Report, Sequoia®s equipment complies with
the requirements of the current 2002 Voting Systems
Standard, as well as California®s State requirements.
Sequoia®s worked with both the national and local
accessibility groups to design our voting system and we
continue to do so in an effort to make our voting
equipment as accessible as possible and continually
improve our products to advance our main -- and to improve
our products as advances are made in technology to better
assist persons with disabilities.

We appreciate some of the information and
feedback contained in the accessibility report. However,
many issues raised are not deficiencies in the system
design, but rather a function of the feedback that we had

received throughout the national and local groups.
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Going back to the red team®"s report, these
describe mitigations directly address each listed issue
that the red team took with the Sequoia system. The
mitigations fall within categories defined in 1SO 27001,
Information Security Management System, 1SO 27001, as an
international standard, valid in over 150 countries for
the protection of information and information systems.

The 1SO standard includes security practices
around risk management, personal screening, computer
network security and business continuity disaster
recovery. Sequoia recommends that all government involved
in elections consider ISO standard and its companion
guidance document 1SO 17799-2005, when enhancing the
security of their elections.

As an example of the issue, we take with the red
team report in the introduction portions of the report,
the investigations defined the insider and an outsider and
note that where system security relies upon proper
application of procedures, it may be appropriate to
examine the consequences of any failure to follow
procedures. There are underlying automated systems,
security cameras, server and client audit logging, that
are present. The report takes none of these security
systems into account in providing its results. Sequoia

does concur that red team attackers should have knowledge
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of the system in order to simulate the patient or a
well-resourced attacker.

In Section 3 of the red team report, Known
Issues, the investigators described the presence of known
issues with the Sequoia Voting System. Sequoia notes that
these lists are unvalidated and that when given thorough
investigation by a jurisdiction, are found to lack merit
and point, not to the equipment or software, but to errors
by poll workers, issues brought about by distrust of the
voting system or non-system related events.

Section 3.1 of the red team report, the Alameda
County California Report is discussed. The Alameda county
investigators recognized that any vulnerabilities
identified could be and are mitigated by procedural
mechanisms as intended by the system. As such, they
conclude that Sequoia electronic voting system is
inherently secure. A few items copied by the red team
report deserve comment.

Item 1. WInEDS and other services use
non-encrypted test passwords when communicating. The
current federal certified version of WInEDS 3.1.74 does
encrypt all passwords. Furthermore, the version of WiInEDS
currently undergoing federal certification is 4.0.0 has a
completely new security access model, which strictly

controls access, passwords and the database itself at both
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the application and database levels.

Item 2, the Edge uses constant hashes and DES
encryption keys as allowed by current voting system
standards. The portion of the system security scheme is
in compliance with the required level of security. The
risk of exploited -- the risk of exploit is mitigated by
restricting access to the machines in all areas, warehouse
storage, preparation and use.

The version of the Sequoia system, which is being
targeted for certification under the 2005 Voting System
Standards will implement a PKI methodology utilizing
asymmetric key pairs and digital signatures for further
improved security.

Item 3, using cryptographic techniques will not
prevent the results being copied across results media, but
will both prevent the results from being read and allow
the results to be verified. The current approach is
allowed by the current Voting System Standard and
therefore is compliant with the required level of
security. Any risk is mitigated by restricting access to
the machines and the voting cartridges in all areas,
warehouse storage, preparation and use.

The version of the Sequoia system, which is being
targeted for certification under the 2005 Voting Systems

Standards will implement a PKI methodology using
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asymmetric key pairs and digital signatures for further
improved security.

Item 4, the WiInEDS system uses Windows and
therefore inherits the vulnerabilities associated with the
operating system. As with most complex software systems,
a common commercial off-the-shelf operating system is
utilized. In this case, Microsoft Windows. The risk
associated with attacking vulnerabilities in the Windows
operating system are mitigated with common procedural
methods. Sequoia also recommends that the WinEDS server
and clients are not on an isolated -- are on an isolated
network in a physically secured area.

Even with the precautions, it is possible for
malicious software to finds its way back to the network
via results cartridges or other mobile data storage
devices that may be used with computers on a network.

This is mitigated by iInsuring a strict anti-virus,
anti-spyware, regime included are the most recent updates
utilized in the functions included in the software that"s
enabled.

In section 3.2 of the red team report, Multiple
Vote Attacks, the iInvestigator notes what has become known
as the yellow button attack. This is the attack the voter
must reach around to the rear of the voting machine, pass

the privacy panel, find and actuate in a specific pattern
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to the yellow button in the rear of the machine without
the notice of any poll worker.

This attack is easily prevented by several means.
The First is to disable the activation of the yellow
button through a configuration setting in WinEDS, the
election management system.

Secondly, numerous physical security measures can
stop this attack placing the voting machine to the rear of
the machine facing the poll workers aids in voter privacy
to ensure that the surreptitious attempts to repeat
activations through the yellow button will easily be seen.
Jurisdictions can also place a physical seal over the
button to prevent it from being pressed, until authorized
poll workers remove the seal, using the prescribed change
of custody procedures, and press the button.

The attack outlined in Section 4.1 and 4.2 of the
red team report are examples of ones that require
unfettered access to the machines for a long period of
time, in a laboratory environment, is extremely unlikely
that anyone would be able to develop such an exploit when
typical security measures are taken to restrict access to
the machines.

In many jurisdictions units are stored in secure
controlled areas, where access to the units are controlled

via electronic pass and access and movements recorded by
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close captioned TV.

In Section 4.3 of the red team report, Accuracy
Testing Mode Detection. The investigators could determine
if a voting machine was in test mode or in election day
mode. This is not surprising and it is true of any system
that provides a test mode of any sort. This opportunity
to attack the system has been anticipated by both the
vendor community and governments for many years and is the
reason for parallel testing as required by the State of
California. Parallel testing disables this attack and the
State of California employs an excellent parallel testing
program, which serves as a model to election jurisdictions
throughout the country.

Section 4.8. of the red team report, Security of
The MS SQL server, points to the need for personnel
security by the customer jurisdictions. As is true with
any election system, whether touch screen or paper based,
some individuals have access to tally data. Persons with
access to the central count server should undergo
background checks, commensurate with the valuable data
that they maintain. Windows audit logging must be
enabled, the allowable log size maximized, and the log
secure against accidental or intentional alterations or
deletions. All of these practices are detailed in ISO

27001, 1SO 17799 as described in the introduction of this
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document.

Section 4.10 of the red team report, Possible
Unsafe OS Choices, indicates the recommendation for use of
Windows 98 or ME for client computers. This is due to the
age of WiIinEDS 3.1.012 currently certified in the State of
California. Newer federally certified WIinEDS packages and
their documentation call for Windows 2000 or XP with their
enhanced security policies.

Section 4.11 of the red team report, Physical
Security, indicates that tamper evident seals are easily
bypassed. While seals can be removed, as is their
intended use, they cannot be removed undetectably. In
cases where poll worker access is required to fulfill
election responsibilities, tamper evident seals provide a
convenient method to bring to the surface any attacks on
the equipment so that the equipment can be quarantined and
the election continue without its results becoming
suspect. Tamper evident seals have been used in the
military environment for many decades, and consist of
adhesive tapes with unique identifiers, which cannot be
removed without breaking them. They could be placed on
every access point, including access covers, the chassis
screws and a record kept of the numbers. Jurisdiction
procedures will log the unique identifiers on the tamper

evident seals match established records to ensure that no
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equipment tampering had occurred.

Section 4.13 of the red team Report, Forging
Update Cards and Voter Cards, is mitigated through
physically securing the voting machines, election specific
information on the voter card, and traditional and current
poll worker training. This scenario requires the
attackers gain access to the voting machines and could
successtully extract and utilize the information regarding
voter card programming.

Not only this static information needs to be
extracted, but the ballot style for a particular precinct
would need to be known to the attacker in advance.

Without valid ballot style information, which changes from
election to election, this attack fails, if the voter card
is rejected by the voting machine as invalid. Poll
workers are responsible for ensuring that only voters that
have just received voter cards from them approach the
machines. It is unreasonable to believe that a person or
persons could approach the line of voting machines in a
precinct without having been credentialed, and especially
that an attacker or group of attackers could do so
repeatedly.

Section 5, Attack Scenarios, while these attacks
may have been successful given the uncontrolled

environment of the investigation, they would not succeed
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in an actual election.

Attack Scenario 1, insert a malicious HAAT USB
stick into the initialization process, relies on two
assumptions: That there is a pool of HAAT USB sticks for
initialization, such that a malicious HAAT USB stick could
be inserted into that pool; and autorun on the WinEDS
computer is allowed. The HAAT USB sticks are specific to
each precinct or polling location, thus it would be
extremely unlikely that a malicious USB stick could be
inserted into the jurisdiction®s HAAT initialization
process. As stated above, autorun features should be
disabled on all computers performing election-related
tasks.

Likewise, the assumption that a large number of
voters do not check their vote on the paper record, when
it scrolls in front of them, providing both visual and
audible cues as to its existence, and when the voter is
forced to interact with the voting machine to produce the
record, is also false.

Sequoia always recommends that the WiIinEDS server
and clients are on an isolated network in a physically
secure area with strict access control. All mobile data
storage devices should be checked for viruses and spyware
on a stand-alone computer before being introduced to the

secure area. The U3 flash drives should not be permitted
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in the secure area and should never be used on the system.

Even with these precautions, it is possible for
malicious software to find its way into the network via
results cartridges or other mobile data storage devices
that may be used with the computers on the network. This
is mitigated by ensuring a strict virus and spyware
detection regime is implemented on the system, including
ensuring the most recent updates are utilized

Attack Scenario 2, the same as Attack Scenario 1,
but with a fleeing voter that did not review their paper
ballot, is likewise implausible. How would the malicious
software know that the voter had actually fled? The
interaction with the voter and the poll worker is the same
regardless of which one actually completes the ballot
casting process. Poll workers need to keep the voting
machines open, so Ffleeing voters® ballots are typically
cast quickly after the voter leaves the voting machine, so
time intervals would not aid the malicious software for
determining when it could successfully change a voter"s
ballot choices.

Attack Scenarios 3 and 4 rely on the voter
leaving the voting machine within a few seconds of the
voting process ending, and the next voter not appearing at
the machine long enough for the voting machine to print

and obscure its VVPAT record. This is not plausible in
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the least. Voters, some carrying purses, children, and
other items, will take several seconds to leave the booth,
during which time any number of them would notice the odd
behavior of the voting machine, and that it voided their
VVPAT record.

Some voters will leave the booth quickly. If the
voter leaves the booth quickly, then the next voter is
likely to see the voided paper record and either notify
the previous voter or call a poll worker. Either of these
actions calls attention to the errant machine behavior.
And Edge VVPAT requires ten or more seconds to print a
VVPAT page, so there is more than adequate time for voters
to read the maliciously voided record and be alerted to
the machine behavior.

Attack Scenario 5 is easily thwarted with tamper
evident seals and the scope of effort required to tamper
with a statistically significant number of Edge units. It
is implausible to successfully carry out this attack.

Attack Scenario 6 regarding voter cards would
require that attackers gain access to the voting machines
and could successfully extract and utilize the information
regarding voter card programming. The attacker also needs
to determine the ballot style information that is valid at
a particular precinct/polling location. |If the card is

programmed with no style information or incorrect style
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information the card will be rejected by the voting
machine as invalid.

Assuming an attack of this nature was attempted,
poll workers are responsible for ensuring that only voters
that have just received voter cards from them approach the
machines. They will notice if a person or persons enter
multiple times and/or approach the machines without having
received a voter card from them. Polling places are set
up so that the voter must pass through a credentialing
station prior to obtaining a voter card, and thus prior to
approaching the voting machines.

Traditional and current poll worker training and
Election Day actions would prevent voters from voting
multiple times. Voter cards are embossed with
jurisdiction or Sequoia Voting Systems specific artwork so
that volume purchases of blank voters cards could not be
used successfully in an attack unless they were also
forged with the jurisdiction®s artwork.

Attack Scenario 7 regarding access to WiInEDS and
installation of malicious software fails with simple
mitigations. Sequoia always recommends that the WiInEDS
server and clients are on an isolated network in a
physically secure area with strict access control. Full
MS-SQL security should be implemented, including

encryption of passwords, and a strict and secure password
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management regime utilized.

The possibility of malicious software having
found its way onto the network can be further mitigated by
ensuring a strict anti-virus and anti-spyware regime is
implemented on the system. This includes ensuring the
most recent updates from Microsoft are tested then
applied.

This type of attack is mitigated if, as described
in the scenario, WiInEDS is loaded on the server before
each election is initialized, and just before the Election
Day. Further protection can be gained by taking digital
signatures of the server after WiInEDS installation and
comparing them to hash values taken on Election Night.
Procedures for loading software through trusted processes
are published and practiced throughout various
jurisdictions, as well as industries outside of elections.

Even in the extremely unlikely event that this
sort of attack is attempted, the mitigations already
discussed in relation to scenarios 1 through 4 would
apply.

Potential Attack Scenario 8 regarding use of
access to the 400C Central Count Optical Scanner to attack
the tabulation of scanned ballots is also easily mitigated
through the use of tamper evident seals. Sealing the

compartment containing, the 400C computer would allow for
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rapid detection of this attack, which could then be
thwarted completely by re-installing the software on the
400C through a trusted processes. Standard physical
security practices, such as electronic passes and
surveillance, would allow for identification of the
attacker.

And my conclusion.

While this evaluation has been an interesting and
helpful theoretical exercise, it did not represent a
security risk analysis, and as such does not measure the
severity of the actual threats in any meaningful way. The
evaluation was limited to malicious tests, studies and
analysis performed in a laboratory environment by computer
security experts with unfettered access to the machines
and software over several weeks. None of the traditional,
statutory or recommended security procedures were in
place. This situation is unrealistic.

Sequoia concludes that none of the threats
outlined represent a realistic threat if the normal,
procedural mitigations are in effect. We are, however,
entering a few system vulnerabilities found into our ISO
27001 Compliant Corrective and Preventive Action System to
further reduce opportunities for attackers.

We are also considering the broader implications

of each attack to refine our established recommendations
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to customers regarding system security. Jurisdictions
should consider conducting thorough security risk
evaluations based on 1SO 15804, Common Criteria for
Information Technology Security Evaluation and/or 1SO/IEC
17799:2005; and adopting security processes conforming to
these international standards.

Lastly, the versions of the hardware, firmware
and software systems evaluated were developed several
years ago. While it cannot be guaranteed that all of the
extremely improbable vulnerabilities identified are
prevented by subsequent product development and updates,
many are specifically addressed.

Sequoia also believes that this evaluation
identifies some potential weaknesses in the current Voting
System Standards, which have been addressed in later
standards, and, as such, should the State believe that
some of these threats outlined in the report are credible,
it should consider purchasing new machines or updating to
existing units that meet the 2005 Voting System Standards,
and subsequently adopt the 2007 Voting System Standards
when available.

On behalf of Sequoia Voting Systems, | would like
to again thank the Secretary of State and her staff for
allowing Sequoia to participate in today"s public hearing

and comment on the red team and accessibility reports. We
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look forward to working with Secretary Bowen, her staff
and our customers this week and in the future as we go
forward In providing secure, accurate and accessible
election equipment for California voters.

Thank you very much.

MODERATOR PEREZ: Thank you.

(Applause.)

MODERATOR PEREZ: Any questions for Mr. Bennett?

PANEL MEMBER FINLEY: You referred just now and
earlier in your remarks to upgraded versions of WinEDS,
the central election management server software for the
Sequoia system. And 1°d just like to clarify, you
referred to one version that had been federally certified
and another that was in the federal certification process.
Are either of those versions certified by the State of
California and are either of them in use by any of your 21
county clients?

MR. BENNETT: |1 do not think I can answer that at
this time.

PANEL MEMBER FINLEY: Can you answer whether a
system that hasn"t been federally certified can be used in
California?

MR. BENNETT: The system that went through the
top to bottom is currently certified in the State of

California.
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PANEL MEMBER FINLEY: 1"m asking about the later
versions that you identified as having enhanced security
features?

MR. BENNETT: I can tell you that the most recent
federally certified version that we complete will be the
version that we bring to California for certification in
the future. As you know, rank choice voting and other
features will be part of that process.

PANEL MEMBER FINLEY: So the answer to my
question Is no?

MR. BENNETT: The answer is | don"t think I can
accurately answer your question at this time. But in
further discussions, we can get back to that.

PANEL MEMBER FINLEY: You stated in your
statement that one of the attacks was based on a false
assumption, that voters will not check the VVPAT printout
of their votes before casting their electronic ballot. Do
I understand that right?

MR. BENNETT: I believe that"s part of this
statement.

PANEL MEMBER FINLEY: Okay. Are you familiar
with a video tape that was made of the first use of the
Sequoia VVPAT in the State of Nevada, 1 believe, in 20047?

MR. BENNETT: 1"m familiar that there were video

tapes of that, yes.
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PANEL MEMBER FINLEY: And are you familiar
that -- are you aware that elections officials here in
California took the position that that video tape
demonstrated that a significant number of voters did not
look at the VVPAT?

MR. BENNETT: I"m not aware.

PANEL MEMBER FINLEY: Okay. Thank you.

MODERATOR PEREZ: Any other questions for Mr.
Bennett from the panel?

Thank you, Mr. Bennett.

MR. BENNETT: Thank you very much. And a copy of
the statement is available on line on our website for
those that need it as well as Business Wire.

MODERATOR PEREZ: Very good. | want to thank
everybody in the audience for your incredible patience.
You know at times I saw some head nodding and some head
shaking. That"s a completely appropriate response. |
want thank everybody for being very mindful not to
interrupt with any verbal or audible responses that would
have delayed our proceedings. And 1 know this is an
important topic that people want to be heard on.

What we"re going to do now is we"re going to take
a 30-minute break. We"re going to reconvene at a quarter
to 1:00. We"re going to reconvene at 12:45. At that

time, 1"m going to open up the public hearing for
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everybody in the room. If you want to be heard, if you
want to speak during the public comment hearing, make sure
you fill out a card. |If you"ve already filled one out,
drop it off at the check-in table before you go to lunch
or drop it off as soon as you come back. While this room
is ADA compliant, access to the podium in the front can be
difficult. |If you have difficulty in getting to the front
podium, just let us know, we"ll bring the microphone to
you.

We have a sign that will go up indicating when
people have 30 seconds and when their time is up. |If you
need audible cues indicating a limitation on your time,
please let us know as well and we"l1l accommodate that.
But, again, | want to thank everybody for their
cooperation throughout the morning and 1 look forward to
hearing everybody®"s comments when we reconvene at 12:45.

Thank you very much.

(Thereupon a lunch break was taken.)
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AFTERNOON SESSION

MODERATOR PEREZ: Good afternoon. | want to
welcome you all back to the hearing of the top to bottom
review. | want to thank everybody for their cooperation
during the morning as we went through the main portion of
the prepared discussion.

Now, we"re in the public comment period of the
hearing and 1*d like to remind anybody who wants to speak,
but hasn"t filled out a speaker®"s card yet to please do so
and turn it in at the table outside of the auditorium.
1"11 announce the order of speakers 2 to 3 people in
advance, so please be prepared to speak when the person in
front of you concludes their remarks.

We"ve taken some liberties in structuring the
public comments section to make sure that we don®t have
folks from, for example, one organization all grouped
together and stuck at the end. So when you filled out
your card, the order in which you turned it in Is not
directly the order in which you"ll speak. So | wanted to
draw your attention to that.

Each speaker is limited to 3 minutes. In some
instances, as per our rules, a few people ceded their time
to somebody else, so we"ve put together those cards of
individuals who ceded their time with the individual to

whom they ceded their time. And in no case can anybody
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have a total allocation of time more than 9 minutes.

So that we can accommodate everyone who wishes to
speak, 1 encourage people to not be repetitive. |IFf
someone has already made the comments you were intending
to make, you may simply want to give your name and
associate yourself with their remarks. That will help
ensure that people with new ideas and comments have the
opportunity to address us as well.

While speakers are more than welcome to pose
questions that they hope the Secretary will consider over
the next week, 1 don®"t want people to have an expectation
that there will be direct responses to those questions.
The panel will not be responding to any questions that are
posed, but the questions that you raise will be taken into
consideration as the Secretary takes action over the next
week .

I want to remind everyone that any comments you
make here today and any comments that you submit in
writing are part of the public record and will be
disclosed to anyone who makes a Public Records Act
request. As mentioned at the outset of the hearing, this
hearing is being webcast, video taped and is being carried
live via conference call.

Once more, this is a public hearing not a debate

and 1 want to remind and encourage everyone to continue to
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act in the respectful manner in which we"ve all comported
ourselves this morning.

With that, we"l1l begin the public comment portion
of today"s program. The Ffirst 3 people to come forward
will be Philip Harlan, Eve Roberson and Stuart Schy. And
I apologize if I"ve mispronounced any of the names.

So if Philip Harlan if you"d please come forward.

MR. HARLAN: Hello. Am I coming through on the
microphone?

MODERATOR PEREZ: Yes.

MR. HARLAN: I"m Philip Harlan. I live in
Healdsburg, California, Sonoma County. And I"m blind and
I"m also a little bit of a computer -- I play around with
computers a lot and 1 think 1 understand a little bit
about technology and 1"m worried about security. So I
know you people are worried about security and 1 heard the
comments from the gentleman from the University of
California, and I heard the comments from the vendors.

And 1 understand that they have opposing views probably
based on where they come from and where they get their
finances.

And 1 don"t get my finances from anybody that"s
connected with voting. 1°m only interested in preserving
or —— well, let"s say preserving our democracy. And so as

a blind man, 1 know that there"s going to be some blind
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groups here that do not care as much about security as
they do whether or not 1 got to market the ballot because
I*m blind. And I want to just say that my major concern
is security and 1"m not just worried about security of
hackers from the outside, but I"m concerned about security
from people on the inside who might have a specific
interest in having a specific candidate win an election.
IT you think elections are not worth stealing, you"re
living in a different word than 1 do.

So I just want to say to this panel that when
you"re considering all this, remember that it"s more
important that we -- at least from point of view, it"s
more important that our votes are counted correctly than
whether I cast one on an absentee ballot or on a machine
or if I had assistance.

Thank you.

MODERATOR PEREZ: Thank you very much. Next
we"ve Eve Roberson followed by Stewart Schy and then
followed by Steve Weir.

MS. ROBERSON: Yes, Mr. Chair and members of the
Board, I"m Eve Roberson from Santa Rosa, California. 1I™m
a former California election administrator for 15 years.
And so I do understand the concerns of the registrars of
voters today that these very expensive computerized voting

machines that they have purchased in good faith may not be
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approved for use in your elections next year and is
legitimate concern.

However, the reason these voting machines cannot
be approved obviously is that many computer experts have
carefully examined them and have testified to how easy it
is to hack them and to change the vote. It"s clear that
these touch screen machines were sold to the registrars of
voters of our counties based upon the false
representations that these devices were protected from
hacking and that they could be used for the purpose for
which they are intended, in other words to record honestly
the votes that a cast upon them. However, it"s been
demonstrated over and over again that these statements by
the vendors were simply not true and that they would or
should have known that their machines were never safe from
hacking.

Therefore as a former election administrator and
as a California taxpayer, 1 believe firmly that the
registrars of voters have the right and the duty to return
these defective voting machines to the vendors and to
demand a full refund of the purchase price.

(Applause.)

MODERATOR PEREZ: And again if -- and |
appreciate folks wanting to express their support or

opposition to a statement, but 1 again want to remind you,
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as the day wears on, that practice will wear on, so we
need to make sure that we don"t do any audible
demonstrations of support or opposition. And 1 want hold
that against your time.

MS. ROBERSON: Thank you. Non-computerized,
affordable voting machines have recently become available
that have well been received by the voters with
disabilities. And there®s still time before the next
election to obtain these machines for persons with
disabilities and also to provide paper ballots for all
voters. The optical scan machines could still be
available to count the votes of these paper ballots. Our
democracy depends upon open and fair elections. Paper
ballots are the only way to guarantee that. We"ve learned
that the hard way.

So 1°d urge the Secretary of State to ban these
corrupted computerized voting machines from use iIn any
election to be held within the State of California.

Thank you.

MODERATOR PEREZ: Thank you.

Next we have Stewart Schy followed by Steve Weir
and then Candy Lopez. And, sir, you didn"t put your
mailing address on the card, so if you"d please give us
jJust your city of residence.

MR. SCHY: Santa Rosa.
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MODERATOR PEREZ: Thank you.

MR. SCHY: Thank you, Secretary Bowen and the
panel for doing as much needed top to bottom review of
electronic voting systems in California. 1"m a retired
electronics engineer and computer consultant with over 20
years experience working with people in the disability
community. Since 2006, I"ve been a volunteer member of
the Sonoma County Logic and Accuracy Panel. Sonoma County
uses ink marked ballots centrally counted on high-speed
optical scanners. Using HAVA funds the county initially
purchases Hart Intercivic eSlate equipment and installed
one eSlate in each of 350 precincts.

I was disturbed to note that in the 2006 primary
only 166 disabled voters used the eSlate machines. In the
November 2006 election, 225 votes were cast on these
machines. And a quick calculation dividing the money
spent by the number of votes cast came to about $18,000
per ballot cast on the eSlates. In comparison, the
independence provided by a power wheelchair is about
$15,000

Last February, because of this concern and acting
on my own, I sent a letter to each of the 58 registrars of
voters in California to ask how effective their new HAVA
equipment was iIn serving voters with disabilities. To

date, I have received 27 replies. Those counties that
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used HAVA funds to add equipment to their existing systems
showed very similar results to those we got in Sonoma
county.

For tho